Problems that Can Affect Economic Organizations Data
All kinds of economic institutions have the potential to collect, over time, large amounts of data related to activities carried out by them. Usually, it is possible for the management of such institutions to use the amount of available data for taking informed decisions based on the knowledge accumulated over long periods of time, instead of using only one's personal experience. In this way, long-term success can be achieved and the institutions can improve the quality of their offer to customers [1] . Decision support data is usually stored in specialized databases or data warehouses that are hosted on specialized servers [2] . These servers must be protected against all types of events that can prevent proper operation thereof. Problems that can affect data owned by economic organizations can have multiple sources, having causes ranging from a local to a global level. Figure 1 presents the threats faced by companies in relation with their data. On one side there are the threats coming from the global level and on the other side there are the threats that come from the local level. In this context there can be defined a boundary between the environments from which the two types of threats come: DOI: 10.1515/kbo-2015-0130
• Inside the defined boundary there is a local environment where things can be more or less controlled and their causes eliminated before they bring serious consequences.
• Outside the defined boundary the causes of the threats cannot be controlled by the economic organization and, as a consequence, these threats have to be faced and overcome.
Threats present at a global level (external threats)
According to the 2015 Global Risks Report [3] , at a global level, there can be identified a number of threats concerning the technological domain which can be relevant to companies that have volumes of data and exploit them by employing business intelligence type tools. The most important issues are presented in Table 1 , together with their likelihood and potential impact, represented on a numerical scale Figure 2 summarizes the main problems affecting companies' data together with their causes and consequences. Each company can make a particular schema regarding its problems related to data security in order to track the causes of these problems and find solutions. Economic Organizations Data Security Levels Data owned by economic organizations has to be stored in a secure way so that the probability of its alteration is as reduced as possible, increasing the organization's ability to take advantage of it. There can be identified a number of levels at which data security levels must be ensured:
• Physical access security level -it involves controlling unauthorized access to data storage equipment owned by the economic organization; when data is stored in the cloud (storage is outsourced), securing access to data storage devices no longer lies with the economic organization; • Hardware security level -it involves the use of hardware designed to be resistant to errors / defects (e.g. doubling critical resources to ensure data integrity); • Software security level -it involves the use of programs that permit access only to authorized people (e.g. using passwords and other security systems that prevent access to other persons); it is also essential to use software that has data recovery facilities;
Data security level -one can implement a range of optional policies such as the creation of data copies (backups).
Each of the four levels presented above are detailed in Figure 3 .
Work Frame for Ensuring Economic Organizations Data Security
In the context of the vulnerabilities presented in the previous paragraphs, a number of security measures have to be systematized in a coherent work frame that can be implemented by economic organizations that have important volumes Physical access level of data be exploited by business intelligence type tools. This work frame has to meet the two previously identified data security requirements:
• Covering all the problems that can affect an organization's economic data; • Covering all levels at which these issues may arise. In order to be possible to answer a multitude of problems that may occur on different levels, the proposed work frame will contain solutions structured in an array form. Thus, Table 2 shows a twodimensional array containing the preventive measures that a company can take to ensure its data security, structured on levels categories of problems. Depending on the importance of the data owned and the costs involved, taking into account the data security measures presented in Table 2 , each company can implement its own informational security policy. The presented array can be customized in order to meet the data security requirements for each economic organization. The possibility of further developing the proposed array is worth considering as a future direction of research so that it can be applied for a greater number of issues that can affect an organization's economic data.
Conclusions
Once with the spread of data analysis systems among businesses, data security problems also emerged. The threats a business is facing related to one's data can be at a local or a global level, companies having more or less control over the causes of these threats.
In this context, a careful analysis has to be done to calculate the costs of preventing data threats versus facing them, and an informed decision should be adopted by companies.
Because it was found that data security issues are complex, appearing on multiple levels and having different consequences, it was considered necessary to create a work frame that can be used as a guide by economic organizations to better manage their own data risks. The work frame proposed consists of a twodimensional array of preventive measures that a company can take to ensure data security levels for different types of problems.
As future research direction, this array can be further extended in order to address other types of problems appearing on different levels.
